WANTED

I Y "TEETF. T I

Wire Fraud; Conspiracy to Commit Computer Fraud; Computer Fraud

BJORN DANIEL SUNDIN

Photograph
taken in 2003

Alias: David Sundin

DESCRIPTION

Date(s) of Birth Used: August7, 1978 Hair: Red
. Eyes: Hazel
Place of Birth: Sweden
: "an SeX: Male
Height: 5'10 .
. Race: White
Weight: 136 pounds Nationalitv: Swedish
NCIC: W10511664 La LA
Occupation: Internet Entrepreneur anguages: =nghish,
Swedish

Remarks:

Sundin has ties to Sweden and the Ukraine.

CAUTION

Bjorn Daniel Sundin, along with his co-conspirator, Shaileshkumar P. Jain, is wanted for his alleged involvement in an international
cybercrime scheme that caused internet users in more than 60 countries to purchase more than one million bogus software products,
resulting in consumer loss of more than $100 million. It is alleged that from December 2006 to October 2008, through fake
advertisements placed on legitimate companies’ websites, Sundin and his accomplices deceived internet users into believing that their
computers were infected with “malware” or had other critical errors in order to encourage them to purchase “scareware” software
products that had limited or no ability to remedy the purported defects.

Sundin and his co-conspirators allegedly deceived victims, through browser hijacking, multiple fraudulent scans and false error
messages, into purchasing full paid versions of software products offered by their company, Innovative Marketing, Inc. The proceeds of
these credit card sales were allegedly deposited into bank accounts controlled by the defendant and others around the world, and were
then transferred to bank accounts located in Europe. When customers complained that their purchases were actually fraudulent
software, call center representatives were allegedly instructed to lie or provide refunds in order to prevent fraud reports to law
enforcement or credit companies.

On May 26, 2010, Sundin was indicted in Chicago, Illinois, by a federal grand jury for the United States District Court, Northern
District of Illinois. He was indicted for wire fraud, conspiracy to commit computer fraud and computer fraud. That same day, a federal
warrant was issued for Sundin’s arrest.

REWARD

The FBI is offering a reward of up to $20,000 for information leading to the arrest and conviction of Bjorn Daniel Sundin.

If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or
Consulate.


http://www.fbi.gov/wanted/cyber/shaileshkumar-p.-jain/view
http://www.fbi.gov/contact-us
http://www.fbi.gov/contact-us/legat
http://www.fbi.gov/contact-us/legat

	Wire Fraud; Conspiracy to Commit Computer Fraud; Computer Fraud
	BJORN DANIEL SUNDIN
	Alias:
	DESCRIPTION
	Date(s) of Birth Used:
	Place of Birth:
	Height:
	Weight:
	NCIC:
	Occupation:
	Hair:
	Eyes:
	Sex:
	Race:
	Nationality:
	Languages:
	Remarks:

	CAUTION
	REWARD


